LEGALLY SPEAKING
by Bob Dunlevey

YOUR CONFIDENTIAL INFO REALLY ISN’T!


How would you like all of your confidential emails read by nosey third parties, judges, juries and opposing counsels?  If you become involved in litigation these days, the odds are that the other side will hire a computer forensic expert to search the hard drives of your company’s computers for information which will assist in prosecuting their case.  Yes, this is the new tactic in litigation and is causing some major heartburn for the unwary business executive.  


93% of all business information is created and stored on computers and at least 50-75% of it is never even printed.  Recognizing this fact, litigation attorneys are quick to demand access to your computers in the event litigation arises.  So often, a case is now won or lost based upon what someone believed to be a “confidential” email sent without much thought of it some day being read by a jury in an open courtroom.  


For any of you who have been involved in litigation, you are well aware of opposing parties requesting your relevant documents at the outset of litigation.  Through the obtaining of these documents, admissions against interest many times are detected and used to prove a case.  In the recent past, this traditional type of request has been broadened to include the request for information electronically maintained.  Moreover, in the event your business is threatened with a lawsuit, the law now requires you to preserve all documents having information relevant to the dispute or even likely to lead to relevant information.  


Once litigation is threatened, your counsel has an obligation to inform you on how to avoid destroying evidence which may be maintained in electronic form.  Sanctions in excess of $1,000,000 have been imposed against companies for evidence spoliation arising from emails and other electronic transmissions being omitted intentionally, as well as inadvertently.  The unintentional destruction can arise from the periodic deletion of information which your business may do in the normal course of business.  Once the threat of litigation is apparent, the periodic scheduled destruction of information must cease and a plan must be installed to circumvent the potential for destruction.  


In a recent federal employment discrimination case, a federal jury returned a multi-million dollar verdict in favor of an employee who sued her former employer for gender discrimination.  The court found that UBS Warburg had failed to preserve relevant emails created by its employees even after receiving adequate warning from its legal counsel.  Stiff sanctions were imposed and, most importantly, the court instructed the jury that it was allowed to infer that the emails not produced by UBS would have been unfavorable to it and that the evidence would have proven facts material to the case.  


In another high profile case, sanctions were imposed against business managers who attempted to delete emails and other electronically stored information in the face of litigation.  In U.S. v. Philip Morris, a recent action filed by the Department of Justice to recover healthcare costs as a result of tobacco related illnesses, the court entered a preservation of evidence order.  In complete disregard for the order, Philip Morris implemented a policy of deleting emails after a period of 60 days.  A large monetary sanction was imposed by the court in the amount of $2.75 million, which was $250,000 per each of the 11 managers and officers who failed to preserve the email evidence.  


Therefore, once the duty to preserve attaches, you and your counsel must put in place a “litigation hold” and communicate directly with all relevant employees about its existence.  The instructions must be reiterated regularly and monitored.  You and your counsel must call for all employees to produce copies of all relevant electronic evidence and must arrange for the segregation and safeguarding of any archival media, such as back-up tapes.  


In a recent age discrimination case for one of our clients who terminated an employee for failure to diligently perform her work, her computer was mirrored following her attempted deletion of information.  It was determined that she had spent approximately two hours per day communicating with her daughter several states away about such things as recipes used for dinner the night before.  This evidence was a valuable tool in causing the court to understand that just cause existed for termination because the employee did not provide an honest day’s work for a day of pay.  If you are confronted with the defense of a wrongful termination or discrimination case, don’t rule out this tactic.


Remember that a new breed of computer forensic experts now exist who will copy the hard drives of your computers and detect with little or no effort documents intended to be deleted and will detect efforts taken to erase electronically stored information.  At the outset of litigation, aggressive counsel customarily will ask the court to order the hard drives of relevant computers to be “mirrored” so that the forensic experts can study the information on the computer’s hard drive.  How would you like to see a copy of your hard drive go out the door for scrutiny this afternoon?


The biggest lesson to be learned is that when you sit at your desk and quickly type a blunt email which you consider to be confidential, there really is no such thing and it may come back to haunt you.  And, the second lesson is that once litigation is threatened, significant obligations exist to preserve evidence and the failure to do so can result in substantial monetary sanctions.


If you are in need of a computer forensics expert or need to develop litigation tactics, feel free to contact Bob Dunlevey for further information at Dunlevey, Mahan & Furry (937) 223-6003.
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